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Top Cyber Security Threats - 2023
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Serangan Siber Q1 2023 (the exploit of ChatGPT)
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Education Sector Ransomware Attacks Skyrocket in 2023

Source : https://thecyberexpress.com/education-sector-ransomware-attacks-in-2023/
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Meningkatnya Serangan Siber di Education 

Source:
https://bisnis.tempo.co/read/1725325/bsi-diserang-ransomware-ahli-siber-proteksi-bank-tidak-bisa-dibilang-lemah
https://www.cnbcindonesia.com/tech/20220120153749-37-309096/bi-akui-diserang-ransomware-conti-kini-perketat-keamanan
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DDoS threat report for 2023 Q2

Source : https://blog.cloudflare.com/ddos-threat-report-2023-q2/
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Q2 & Q3 2023 DDoS Comparison: volume is increasing

Source: https://radar.cloudflare.com/security-and-attacks

Q2 vs Q3 2023
 Massive increase in 1G+ DDoS attacks
 10G+ DDoS attack are more common
 Attack in network layer (L3) only, 

blocking victim in & out network 
access
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Cloudflare DDoS Protections Ironically bypassed using 

Source : https://www.bleepingcomputer.com/news/security/cloudflare-ddos-protections-ironically-bypassed-using-cloudflare/



Indosat Business | Employing cybersecurity solutions

© Indosat Ooredoo Hutchison 2023 - www.ioh.co.id/business

Lindungi infrastruktur Anda dari ancaman
serangan siber dengan menggunakan
solusi keamanan Indosat

Network Security
Perlindungan di sisi jaringan ke arah internet, 
solusi perlindungan dengan menerapkan
layanan Anti-DDoS dalam bentuk Clean Pipe 
(layer 3) atau Reverse Proxy (layer 7)

Cloud Security
Perlindungan di sisi infrastruktur cloud, 
solusi perlindungan dengan menerapkan
cloud workload protection platform dan 
cloud security posture management

Source: https://clearvpn.com/blog/top-10-cyber-security-threats/

Endpoint Security
Perlindungan di sisi server yang sifatnya
critical, solusi perlindungan dengan
memasang Endpoint Detection & 
Response
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Solusi memastikan perlindungan awal di berbagai lapisan infrastruktur

Cloud Environment

Customer Endpoint

Customer Backend Infrastructure

Cloud Workload Protection Platform
Manage the visibility, compliance, and governance of 
cloud workload (VMs, DB instance, Kubernetes Cluster, 
etc.), workload-based sizing

Managed Firewall, IDS, IPS, WAF
Protect internal network, filters 
incoming/outgoing connection, detect 
suspicious network activity (e.g., port 
scanning), throughput-based sizing

Anti-DDoS Service
Prevents DDoS attack in L3, L4, and 
L7, prefix/URL/zone-based sizing
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Provider 
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Internal 
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App Server DB Server Other Server

Employee Laptop Office Computers

CPE

Endpoint Detection & Response
Protect device from threats and malicious files such as ransomware and 
virus, enables remote access, remediation, and rollback after incident, 
endpoint-based sizing
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We're Present 
Support Your Business

Contact Indosat Business Team to get 
the latest information and the right 
business solution for you
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BUSINESS NEEDS: BENEFITS:

 Sekretariat Daerah Provinsi Sumatera Utara (SEKDA SUMUT) 
merupakan Lembaga Pemerintahan Daerah yang terletak di 
Sumatera Utara.
Dalam menjalankan pelayanan public Sekda SUMUT sering
mengalami serangan DDOS sebanyak 2-3 x perbulan pada portal 
website & infrastruktur jaringan sehingga menyebabkan
terganggunya layanan publik

Anti DDoS LPSE Sumut

SQURA IMPLEMENTATION :

Perlindungan
Jaringan
Terhadap
Serangan DDoS 
di Sekretariat
Daerah Provinsi
Sumatera Utara

• Solusi Managed Anti DDoS yang 
mencangkup

• Perlindungan websites 
dari serangan DDoS

• Menyediakan Preventive 
maintenance

• Memberikan analisa dan mitigasi
terhadap serangan yang terjadi
.

Serangan DDoS pada portal 
website dan infrastruktur
jaringan yang menyebabkan
terganggunya layanan publik
Sekda SUMUT sebanyak 2-3 kali 
per bulan

Solusi Managed Anti DDoS yang 
mencangkup
• Perlindungan websites 

dari serangan DDoS
• Menyediakan Preventive 

maintenance
• Memberikan analisa dan mitigasi ter

hadap serangan yang terjadi.
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Government also hit by various cyberattacks

Source:
https://databoks.katadata.co.id/datapublish/2023/07/21/jabodetabek-dideteksi-sebagai-kontributor-serangan-siber-terbanyak-di-indonesia-2023 https://news.republika.co.id/berita/rz0yqf436/lemhannas-ri-indonesia-alami-12-miliar-serangan-siber-per-tahun
https://www.kompas.id/baca/polhuk/2023/09/06/serangan-siber-kian-masif-akun-media-youtube-mulai-jadi-sasaran https://www.cnbcindonesia.com/market/20231003115545-17-477396/ojk-diduga-diserang-hacker-ini-dampaknya


