
1 
 

Image Steganography Using Combine of 
Discrete Wavelet Transform and Singular 
Value Decomposition for More Robustness 

and Higher Peak Signal Noise Ratio

Adam Nevriyanto 1st 
Department of Computer Engineering 

Faculty of Computer Science 
Indralaya, Palembang, Indonesia 

 

Erwin Erwin* 
Department of Computer Engineering 

Faculty of Computer Science 
Indralaya, Palembang, Indonesia 

*Corresponding authour: erwin@gmail.com 

Sutarno Sutarno 2nd 
Department of Computer Engineering 

Faculty of Computer Science 
Indralaya, Palembang, Indonesia 

 

Sri Desy Siswanti 3rd 
Department of Computer Engineering 

Faculty of Computer Science 
Indralaya, Palembang, Indonesia 

 
Abstract-----This paper presents an image technique Discrete Wavelet Transform and Singular Value 
Decomposition for image steganography. We are using a text file and convert into an image as watermark and 
embed watermarks into the cover image. We evaluate performance and compare this method with other 
methods like Least Significant Bit, Discrete Cosine Transform, and Discrete Wavelet Transform using Peak 
Signal Noise Ratio and Mean Squared Error. The result of this experiment showed that combine of Discrete 
Wavelet Transform and Singular Value Decomposition performance is better than the Least Significant Bit, 
Discrete Cosine Transform, and Discrete Wavelet Transform. The result of Peak Signal Noise Ratio obtained 
from Discrete Wavelet Transform and Singular Value Decomposition method is 57.0519 and 56.9520 while the 
result of Mean Squared Error is 0.1282 and 0.1311. Future work for this research is to add the encryption 
method on the data to be entered so that if there is an attack then the encryption method can secure the data 
becomes more secure. 
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I. INTRODUCTION 

Hiding information is a very important topic in the 
field of information security. As a major branch of 
information, steganography is an art hidden communication, 
which is where the intention is to transmit a secret message 
with embedded is an object, such as image, audio, and 
video. Two of the most important objectives and the 
capacity of steganography is not detected, which is a good 
steganography to embed as many loads with minimal 
distortion[1], 

Steganography techniques that there are two 
approaches, spatial domain and frequency domain. 
Mechanical Least Significant Bit (LSB) is included in the 
category of the spatial domain.[2]filed LSB insertion 
method whereby data hiding techniques using the last bit of 
the cover image that cannot be known with the naked eye. 
Discrete Cosine Transform (DCT) and Discrete Wavelet 

Transform (DWT) categorized the frequency domain.[3] 
Has done a survey analysis on a variety of steganography 
techniques include DCT and DWT. 

Data hiding can be effectively performed in the 
frequency domain. Steganography is for securing image 
using DCT [Discrete Cosine Transform] is a widely used 
method. DCT allows an image into three frequency bands, 
namely the Low-frequency band (FL), the High-frequency 
band (FH) and Mid-frequency band (FM). 

DCT changes the image into three frequency bands, 
they are the Low-frequency band (LFB), the High-frequency 
band (HFB), and the Mid-frequency band (MFB)[3]. DWT 
separating into 4 blocks, the first is low-low (LL), second is 
low-high (LH), third is high-low (HL), and the last, high-
high (HH). In DWT’s application, high-frequency 
components are separated from the low-frequency 
component that will help to achieve a place to insert a 
message into an image[4],[5]mentioned advantages in DWT 
algorithms for steganography application is processing time 
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and capacity while the DCT algorithm is better in image 
quality. 

The problems come from the third algorithm lies in 
the measurement of the PSNR and MSE on image 
steganography in which the proposed method will make the 
image steganography be better especially for DWT 
algorithm. The method proposed in this study is the method 
of steganography DWT and Singular Value Decomposition 
(SVD). This technique is a development technique that is 
related to the frequency DWT Haar-DWT domain where the 
SVD will outline the cover image and the secret image that 
will improve the performance of steganography. SVD is 
applied to the sub-bands are high then watermark 1 and 2 
are to be decomposed by the SVD watermark so that the 
data will be inserted into smaller ones 

A good Steganography application must have high 
payload capacity, data must not be perceptible to the viewer 
and the hidden information should be successfully obtain at 
the receiver. 

II. RELATED WORKS 

In a study by S. Chandran and B. Khoushik [6], 
have been done comparison method of LSB, DCT, and 
DWT for the application of steganography, in which the 
performance of the DCT method is better than both 
methods. They have investigated performance by comparing 
the quality of stego image and cover image. The lack of 
methods of this methods is diverse. For the lack of LSB 
method is of invisibility and robustness, for DCT method is 
in robustness, whereas DWT method has small PSNR value 
and MSE is big enough. 

Neeta Deshpande, et al. (2006) has proposed a 
technique Least Significant Bit (LSB) in which to hide data 
using the last bit of the cover image cannot be known by the 
unaided human eye[2]. This technique lack in robustness, 
invisibility and has a very small payload. 

In 2012, one of the researchers has proposed 
combination technique with spatial domain and frequency 
domain[4], V. Saurabh Joshi, et al focus on increasing the 
capacity of hidden information while maintaining visual of 
the cover image. In these studies, obtained conclusions can 
help combine advantages and overcome some of the 
weaknesses of both domains and by using two-level DWT 
can gain greater capacity for data insertion for using 
frequency domain. 

Algorithm SVD with various transformations such 
as DCT, DWT, and the DFT for the detection of image 
splicing[7] have been compared by Moghaddasi Z, et al. 
(2015), this paper shows the SVD-DCT has better detection 
value compared with SVD, SVD-DWT and SVD-DFT only 
with 25 dimensions. In the results, they say that the result is 
less than 80% and the reason is likely because of the 
differences between steganography and splicing operations. 

Shallu Vohra, et al. (2017) shows that effectiveness 
method also checks against the different value of noise 
attack on stego image. The proposed steganography 
algorithms using LWT, DWT, DCT and SVD 
transformation that contributes more robust in comparison 

with many steganography algorithms. In this work, stego 
image is attacked by different types of noise but in future, 
we can test the effectiveness of these methods against other 
types of attacks such as cropping, rotational and resizing. 
But it must be improved using full band LWT-DCT-SVD 
and LWT-DWT-SVD and further can be extended to colour 
images and video processing[8]. 

In 2015, the proposed Hybrid DCT-DWT 
algorithm are to obtain further robustness of image 
steganography application by Anuradha Goswami et al.. The 
idea is to combined transform that joint transform eliminates 
the drawback of each other. Thus, we may get a good 
embedding data of steganography image method. 

The proposed approach is imperceptible part of an 
image. In middle frequency coefficient set of the 3-level 
DWT transform of host image followed by block-level 
Discrete Cosine Transform and selected HH Discrete 
Wavelet Transform coefficient sets an image that was 
embedded. Their PSNR were robustness thus theirs has 
higher robustness to against visual attacks. But this research 
still needs more execute and calculate in many different 
types of attack[9]. 

 
There are many ways to compare quality in an 

image, for example by using the method of measurement 
Peak Signal to Noise Ratio (PSNR) and Mean Squared Error 
(MSE) as he had done [5], [6], [10], [11], [12], [13], [14], 
[15], [16], [17]  to analyze the image quality comparison.  

In this paper will focus on a comparative analysis 
of performance and image quality of the original image 
steganography where the image will be measured based on 
the calculation of PSNR and MSE. With the addition of 
DWT, SVD algorithm will reduce the data is pasted on the 
image so as to make the data smaller and make the image 
quality of steganography not experienced many significant 
changes. 

III. PROPOSED WORK 

 This is an additional method for DWT, where SVD 
will outline the cover image and secret image to improve the 
performance of image steganography. SVD is a matrix 
factorization of a real or complex matrix, with many useful 
applications in statistics and signal processing[18], 

 DWT used in this case is Haar-Discrete Wavelet 
Transform. Haar-DWT 2-stage process for processing image 
file. The first phase by scanning the pixels from left to right 
on the horizontal direction and do the addition and 
subtraction operation on neighbouring pixels to rows of 
pixels are exhausted. Low frequency obtained from the 
addition operation and high-frequency pixel obtained from 
the reduction operation. 

                     
Fig. 1 The horizontal operation 
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 The next stage by scanning pixels from top to 
bottom in the vertical direction, the same as the first step of 
adding and subtracting but the results still kept with the 
operating results of the addition of the above pixel and pixel 
reduction operation results stored inside of all the results of 
the calculations. 

 
 
 
 

 
 
Fig. 2 The vertical operation 

 
 SVD is a matrix factorization technique that is 
generally used to produce low-rank approximation. The 
SVD transformation is a change of linear algebra for real or 
rectangular matrix factorization, such as image compression, 
noise reduction, and image watermarking[19]. Given an m × 
n matrix A with rank r, SVD on a matrix shown in equation 
(1)[20], 

 
  (1) 

 

Where U, S and V is the dimension of each m × m, m × n 
and n × n. U and V are two orthogonal matrices called left 
and right singular matrix, S is a diagonal matrix called the 
single matrix. With watermarking based, we can get that the 
methods are more robust against the usual image processing 
[19]. 

Algorithm: 
Step 1: Read the cover image and text messages to be 
inserted. 
Step 2: Convert the text into a binary form and then convert 
the binary result once again in the binary image (secret 
image). 
Step 3: Make the process of DWT the second image with the 
2D Haar Discrete Wavelet Transform and get the matrix 4 
sub-bands LL1, HL1, LH1, and HH1. 
Step 4: Make the process of sub-bands SVD on high. 
Step 5: Combine the three components of the matrix SVD 
and paste the image into the secret of the cover image. 
Step 6: Write stego image. 
Step 7: For the extraction process is performed by applying 
IDWT message and does the sequence in reverse. 

 

 

 

Fig.3 Flowchart of Watermarking and Extraction with DWT-SVD* 

      * do the sequence in reverse 

 

IV. PERFORMANCE METRICS 

In image processing applications, where an image 
is to be reconstructed the performance of the image 
processing algorithms need to be evaluated. Some metrics 
used to measure the efficiency of the image steganography 
is MSE and PSNR. 

A. Mean Squared Error (MSE) 
MSE value is obtained from the average intensity 

of original image’s square f (x, y) and the resultant pixel 
image f '(x, y) can be written in the equation (2): 

MSE = ∑ ∑ ,   (2) 

 
Where, it is the difference error between the reference image 
and a distorted image ,  
 
B. Peak Signal Noise Ratio (PSNR) 

PSNR value is obtained from the pixel where it is 
difference of the reference image and the distorted image. 
All the pixel’s SNR values are the most appropriate a max 
value that can be written in an equation (3): 10    (3) 

Where, p = 255, the 8-bit image 

 For optimal performance, values of MSE should be 
small and PSNR should be large. 

A 

B 

C 

D 

A+B 

A-B 

C+D

C-D
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V. RESULT AND DISCUSSION 

The proposed method has been simulated using the 
MATLAB R2016a program on Windows 10 platform. A set 
of 8-bit grayscale images of size 512 × 512 are used as the 
cover image to form the stego image. 

 
The cover image used for this study shows in fig. 4. 
 

 

           
(a)    (b)         (c) 

 
Fig. 4  (a) Jet. (b) Baboon. (c) Lena 

 
For good performance of steganography image the 

PSNR and MSE values of stego image after embedding the 
message on every method are tabulated in table 1. For good 
steganography image, the value of PSNR at least must 
above 40 and the value of MSE should be close to 0. We 
take the reference of [6] and [21] for comparison with image 
baboon and jet, and for image lena, we used the reference of 
[22][23][24][8][9], which shows in table 1 and table 2.  
 

TABLE 1. PSNR AND MSE MEASUREMENT RESULTS WITH 
IMAGE BABOON AND JET 

 

No METHOD 
 

PSNR MSE 
Baboon Jet Baboon Jet 

1 LSB[6] 51.3214 50.9015 0.4834 0.5325 
2 DCT[6] 53.2092 52.9532 0.3130 0.3320 
3 DWT[6] 46.8262 46.7309 1.3610 1.3912 

4 
DCT with 

OTP 
Encryption[21] 

51.1242 51.1242 0.5020 0.5020 

5 
Proposed 
Method 

57.0519 56.9520 0.1282 0.1311 

 
TABLE 2.PSNR MEASUREMENT RESULTS WITH IMAGE LENA 

 
No METHOD PSNR 
1 Novel DWT[22] 54.4378 
2 IWT[23] 54.92 

3 
Block Matching 

DWT[24] 
46.2412 

4 
Hybrid LWT-
DWT-SVD[8] 

46.5432 

5 
Hybrid DCT-

DWT[9] 
44 

6 
Proposed 
Method 

58.020 

 
For analysis graph of PSNR with image baboon a jet can be 
observed in figure 5 and for the image, lena shows in figure 
6. 
 

 
 
Fig. 5 Analysis a graph of PSNR of the proposed method and the other 
methods for image baboon and jet 
 
 

 
 
Fig. 6 Analysis a graph of PSNR of the proposed method and the other 
methods for image lena 
 
 In this work, the addition of the SVD method to the 
DWT can reduce significant image changes, for example, 
we can see from the PSNR value of the DWT method for 
the previous image of baboon 46.8262 rising to 57.0519. 
This shows that decomposing data by using the SVD 
method can make the inserted data smaller so it does not 
make large pixel changes and the value of MSE can be 
minimized so that it becomes 0.1282, it means the error is 
very low.  Referring to each PSNR and MSE values in table 
1 and table 2, we can see that the PSNR and MSE values of 
the DWT and SVD method have a better value. With the test 
results from the performance metrics where the PSNR value 
is 57.0519 and the MSE value is 0.1282, we can know the 
level of robustness and invisibility is better. 
 According to the results in table 1 and table 2, it is 
found that the proposed method has high PSNR values than 
another method, which means that the stego image quietly 
take after the original image in other words its robustness is 
better than any other methods and based on small MSE 
values can be said that the level of invisibility is high.  

VI. CONCLUSIONS 

 In this study, we have successfully implemented 
algorithm DWT and SVD in an image so that the image of 
steganography. From the comparison above that PSNR and 
MSE values are compared to show DWT and SVD 
algorithm is better than LSB algorithm, DCT, and DWT. 
PSNR indicate the quality of an image already inserted data. 
Results PSNR for DWT and SVD method is higher than the 
third algorithm, so as the application of steganography is 
more suitable than the LSB algorithm, DCT, and DWT. 
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MSE measurement results on the DWT and SVD method is 
smaller than other methods. This indicates that even when 
the data has been entered, the image only changes small 
pixels. A good image steganography is more like the image 
before the data is inserted, in other words, the level of 
robustness and invisibility is high. Future work for this 
research is to add the encryption method on the data to be 
entered so that if there is an attack then the encryption 
method can secure the data becomes more secure. 
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