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Abstract— As SCADA (Supervisory Control Acquisition
Data) has extended to a heterogeneous network, makes it opens
to any types of internet attack/malicious activity. Malicious
activities in the SCADA network may disrupt the control and
monitoring process of industrial equipment. These activities can
be in the form of Unauthorized Access, Port Scanning, and Syn
flood. Each Malicious Activity has features that can be a way to
identify it. This paper attempts to investigate the malicious
activities in the SCADA network running the IEC 60870-5-104
protocol. Raw traffic data from the SCADA network were
recorded in pcap format. Next, by using Snort and Suricata
software the characteristics of malicious activities are identified,
and then observed using Wireshark software. The observation
will produce attacks characteristics/features. Knowing_these
features will help to classify or to identify the attacks. ]brn,
the recognized features of the SCADA traffic network can be
used to develop a machine learning model as a classifier engine
in an intrusion detection system (IDS).
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I. INTRODUCTION

In modern SCADA, the SCADA system is connected to
one or more other industrial protocols [1] thus opening many
gaps to the threat of cyber attacks in the SCADA system
[11.]2]. Cyber attacks on SCADA networks show an
increasiléndwith diverse and sophisticated techniques [3].
Because SCADA has an important role in communication on
industrial devices so that all industrial system communication
networks from field equipment to connecting network
controllers and field devices such as PLC (Programmable
Logic Controller) must be protected [4]. The vulnerability of
the SCADA network/system pointed out by [5], finding more
than 500,000 SCADA devices from various vendors can be
accessed through the Shodan search engine if a SCADA
device is connected to the heterogeneous network or the
Internet.

Research work in [6] compares the IE@JS?D-ID‘I (IEC
104) protocol with other four protocols: Modbus, TASE.2,
DNP3 and IEC-60870-5-101 protocols and states that of the
four  Authentication,  Authorization, Integrity and
Confidentiality features, the IEC 104 protocol only has
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Integrity features using Checksum, but more neither of the
four protocols have these four complete features.

As the protocol that used in this work is IEC-60870-5-104,
which in practice will be encapsulated into TCP protocol
before being sent, the treatment in recognizing attack patterns
in this protocol is not much different from recognizing
traditional network attack patterns on TCP/IP protocol [7],[8].
The dataset used in experimenting with the malicious activity
features 1s the dataset that resulted from a testbed network
introduced by Maynard et al [9] which is still in the form of a
.peap file. This file will be read by using Wireshark software.
This dataset contains traffic data of SCADA that running IEC-
60870-5-104 communication protocol, and with performing a
deeper analysis malicious activities such as Port Scanning,
Syn Flood, and Unauthorized Access will be found.

In this study, the authors will show the characteristics of
the malicious activity patterns in the SCADA network/system
by displaying the payloads of these features using Wireshark
from the results of the detection of Snort and Suricata
software. Though the IEC 104 protocol has weaknesses,
however, this protocol is widely used in industry [1],[10],
especially the power plant industry. One of the reasons for the

opularity of the IEC 104 protocol in the electrical industry is
Eluse the TEC 104 protocol supports Automation
Generation Control (AGC) which is an algorithm that can
regulate the balance of electrical energy in a large geographic
area [1]. Thus, it is important to recognize early patterns of
malicious activity which are usef@Afor minimizing the threat
of attack on the SCADA network/system.

The rest of the paper is structured as follows. In Section 2,
the authors present research works related to pattern
recognition in SCADA network/system. Section 3 describes
the characteristics that can be used to recognize malicious
activity in the dataset. In Section 4 the authors discuss the
characteristics of the malicious activity and the function of
these features as the results from observation. Lastly, Section
5 gives conclusions of this study and the authors plan on
malicious activity in the future.




II. RELATED WORK

Research conducted by [11] discusses data traffic patterns
in the IEC 60870-5-104 protocol in the network by collecting
data during the SCADA system operates and then using it to
see the characteristics of Non-Polling Data. Data traffic
analysis was carried out only on normal data without any
attacks data in it. Figure 1 presents the IEC 104 protocol data
frame format.
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Fig 1. Protocol IEC 60870-5-104 Format

Research conducted by [12] uses a testbed system to
simulate SCADA traffic then inserting malicious activities
into it to be detected using the Snort and Suricata attack
detection applications. This research was conducted to see the
performance of the two attack detection applications then
compare their performances.

In research work by [13], the authors simulate attacks a
SCADA IEC 104 network, then measure the consequences o
attacks on the SCADA system using Colored Petri Net
(CPN). A study that discusses the correlation between the
arrival time pattern of data packets and the SCADA
Spontaneous Data Traffic to detect anomalies on the SCADA
network has been carried out by [14]. This study is based on
the results of a previous study by [11], Researchers find out
that anomalies that occur in the data traffic of the SCADA
Systi orrelate with the Information Object Address (IoA)
and Cause of Transmission (CoT) time patterns in the IEC
104 protocol, so that anomaly detection systems for SCADA
network/ system can be built based on this correlation model.

1. MALICIOUS ACTIVITY PATTERN

The dataset used in this study is adapted from [9] and
created from traffic data capturing of a testbed nctwcﬁlat
consists of nine hosts, namely: one HisturialPVcr ice
with an IP address of 10.50.50.151, one HMI device with an
IP address of 10.50.50.150, five RTU devices with an IP
address between 10.50.50.101 for RTU 1 to 10.50.50.105 for
RTU 5, one reconnaissance device with IP address 10.50.50.3
and one Man in the middle Middle (MITM) device with IP
address 10.50.50.99. In this study, the authors define a port
scanning device as an illegal device on the network.

In the scenario, a MITM node is set up to send an invalid
value for Causetx so that this becomes a feature to detect the
invalid value using Snort and Suricata. Then several Suricata
rules are modified to detect SYN Flood, Port Scan,
Unauthorized Access and Invalid Cause of Transmission
(CoT).

This study uses Snort software version 3.01 and Suricata
software version 5.0.3 running on a Virtual Machine using
Ubuntu 20.04 operating system and with a Virtual Machine
specification of six CPU cores, 16 GB RAM and 64 GB
Storage by detecting files. The two software work on the
dataset with the pcap extension.

The results of the detection of Malicious Activity on the
dataset using Snort and Suricata are Port scan activity, Syn
Flood, Unauthorized Access and Invalid CoT and are
presented in Table 1.

TABLE 1 SNORT AND SURICATA DETECTION RESULT

1DS Alert Syn Port Unauthorized Invalid
Application “r Flood Scan Access CoT
Snort 16183 4270 10.598 20 0
Suricata 17408 3596 10.598 50 1195

A. Svn Flood

Packets of SCADA communication network running IEC
104 protocol will be encapsulated into packets of TCP
protocol before being sent [7][8]. There will be a three-way
handshaking mechanism. thus, this Bigthanism is an opening
door for an attacker to perform a Syn Flood Attack which
allows the attacker to make multiple half-open connections to
the target without sending an ACK [15]. Syn flood activity
will be dangerous for devices that have low compute
resources such as RTU devices on SCADA.

Snort and Suricata can detect Syn Flood warning packets
in a total of 4270 warnings and 3596 warnings, respectively
(see Table 1). In determining Syn Flood warnings the authors
add a command for every 150 SYN data that arrives within 5
seconds it will be detected as Syn Flood attacks and will
trigger alerts on Snorts and Suricata. Figure 2 shows the
payload of one of the Syn Flood alerts detected in Suricata
and Snort.

Ethernet 11, Src: Dell Beiciich (7B:12bichiBeicdich), Dst: Poslompu f4:25:2c (@B:00:27:1F:25:20)

Crelative sequ
}: 2291496489

P8 00 27 f 23 2e T8 36 cb 8= cf c6 09 B0 43 A0
B0 1o B G1 4D B0 40 06 IF Sh Ba 12 12 01 Ga 13
Bow 12 60 S3 TR A2 6B 53 95 JE 29 00 BO D 00
TE A0 BE O 00 B B2 B4 05 b4 B4 02 06 Ga 00 FF
=4 b2 00 0 090 00 01 83 83 67

Fig 2. Syn flood Payload

All warnings that appear on Snort and Suricata are TCP
Syn data packets sent to each RTU by the port scanning
device.




B. Port Scan

Research works in [16] and [17] that discuss network
defence system against port scanning has revealed that port
scanning is the prefix of a cyber attack so it is important to
detect it as early as possible. Similar to the two works, this
study reveals the thing that triggers a port scanning warning
on Snort and Suricata is the SYN packet from the original
device then followed by the ACK and RST packets from the
destination device. Figure 3 and Figure 4 displays the payload
on the wireshark of the scanner and receiver devices,
respectively.

Internet Protocol Version 4, Src: 18.58.58.3, Dst: 10.58.58.184
Transmission Control s 5rc Port: N Port: B8, Seq: @, Len: @
Source Port: 45524

Destination Port: B9

[stream index: 77]

[TCP Segment Len: @]

Sequence number: 8 (relative sequence number)

Sequence number (raw): 3442712771

[Next sequence number: 1 (relative sequence number)]

Acknowledgment number: @

Acknowledgment number {(raw): 8

1618 .... = Header Length: 48 bytes (1@}

@8 80 27 bo f2 fb 78 2b cb 8e of c6 08 00 45 00
@8 3c Ob 11 48 00 48 86 b6 dc Ba 32 32 83 Ba 32

f028 32 6B bl d4 BB 58 cd 33 a c3 00 60 on oo EINEE
72 10 99 313 00 00 92 @4 05 b4 @4 02 08 0a 00 fF
ab d2 @@ 00 00 68 @1 83 03 a7

Fig 3. Syn Packet from port scanner device

Internet Protocol Version 4, Src: 18.50.50.164, Dst: 18.50.58.3
~ Transmission Control Protocol, Src Port: B0, Dst Port: 45524, Seq: 1, Ack: 1, Len: @
Source Port: B9
Destination Port: 45524
[Stream index: 77]
[TCP Segment Len: @)
Sequence nusber: 1 (relative sequence number)
Sequence nusber (raw): @
[Mext sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Acknowledgment number (raw): 3442712772
@121 .... = Header Length: 28 bytes (5)
Flags: @x@14 (RST, ACK)
78 2b cb Be cf c6 @8 88 27 bD f2 fb 03 0@ 45 00 we ‘ E
10 @8 28 1 7 40 00 40 86 db B9 Ba 32 32 68 Ba 32 (. @8 22k 2
@828 32 03 00 50 bl 44 00 B0 00 0D cd 33 0 cAENEE 2 .p.... ...3.00
00 B0 16 5 80 00 00 B0 0O 0O BB 6B ceeeee

Fig 4. Reply RST and ACK from RTU

In the dataset, the port scanning device sends a SYN
packet to each RTU to see the open ports, and the RT U replies
with ACK and RST.

C. Unauthorized Access

The nature of the industry that uses SCADA protocols are
reluctant to upgrade the system, and this matter will increase
the vulnerability of cyber-attacks [13],[18]. Consequently, in
addition to the weaknesses of the TCP/IP protocol, the
weaknesses of the IEC 104 protocol also increase the
vulnerability of the SCADA network. The weaknesses of the
IEC 104 protocol include that the packets of the Application
Data Layer are transmitted without an integrated encryption
mechanism so that it allows attackers to perform analysis on
the traffic data [6] and even to replace it. In this study, the
authors apply the Application Protocol Control Information
(APCI) with Utype TESTFR and STARTDT on Snort and
Suricata to detect the features of Unauthorized Access, with
the results of Snort successfully detecting 20 warnings and
Suricata 50 warnings. These two packets are used as features,
assuming the attacker will perform a control frame test to
ensure the frame can be received by the RTU and then start
the data transfer control. The TESTFR sent by the port
scanning device andreceived by the RTU are shown in Figure
5 and Figure 6, respectively.

Frome 30386: 72 bytes on wire (576 bits), 72 bytes captured (570 bits) on interface pdpl, id @
Ethermet IT, Src: Dell Be:cf:cé (78:Zh:ch:Be:cf:ce), Dst: PosCompu 97:89:8c (88:00:37:97:89:0c)
Internet Protocal Version g, Sec: 10.58.58.3, DS 18,58.50,101
Transmission Comtrol Protocol, Src Port: 34372, Dst Port: 2484, Seq: 1, Ack: 1, Len: 6

~ IEC 6OB78-5-184: <- U (TESTFR act)

START

Apdulen: 4

veee 11 = Type: U (Bx03)

B100 B0, = UType: TESTFR act (Bx10)

08 08 27 97 89 @c 78 2b cb 8= cf of B8 08 45 00 N u+ E

88 2 U173 40 0B 43 B 30 76 §2 323203 Ba 32 :. @@ @22 2

32 65 85 44 09 64 Fd ac 3 Ba a2 e 4d (e BB 1B 2e-D-d M

00«5 bf de 00 00 61 01 0 Ga 1 G 6b 70 6 26 1 ok
e840 ae of 3 B6)

Fig 5. TESTFR act payload from Scanner Device

Frame 36888: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) on interface pdpl, id @
Ethernet T1, Src: PesCompu_97:89-8c (88:00:27:67-83:0c), Dst: Dell Be:cfrch (78:2h:ch:Bercf-ch)
Internet Protocol Version 4, Sec: 10.58.58,191, Dst: 18.58.50.3
Transmission Control Protocel, Src Port: 2484, Dst Port: 34372, Seq: 1, Ack: 7, Len: 6
~ IEC 6878-5-184: -» U (TESTFR con)
START
fodulen: 4
...... 11 = Type: U (8x83)
1099 89.. = Ulype: TESTFR con (820}

78 2b ch Be cf <6 B8 00 27 97 B9 B¢ OB 0O 45 B0 xe : [
8@ Ja o3 52 40 00 40 06 de 9f Ba 12 32 65 B 12 REE e 2
32 03 @9 60 BO A4 a3 3¢ od co fd ac fa 10 BB 18 2 dDox M

B1 c5 T 67 00 80 01 01 O8 0a B9 26 28 30 01 00 - )
a5 ot 76 ENEENTENINCNER lh

Fig 6. TESTFR con payload reply from RTU

The TESTFR act payload has Utype ID 0x(3 with a value
of 0x10 and the reply from RTU TESTFR con has Utype ID
0x03 with a value of 0x20. The STARTDT payload sent by
the port scanning device and received by the RTU is shown
in Figure 7 and Figure 8, respectively.

Frame 36458: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) on interface pdpl, 1d B
Ethernet T, Src: Dell Be:cf:c6 (78:2boch:Be:cfice), Dst: PesCompu_97:89:9c (88:08:17:07:89:0c)
Internet Protocol Version 4, Src: 10.50.50.3, Dst: 10.58.50.101
Transmission Contral Pratocol, Src Port: 34372, Dst Port: 200d, Seq: 7, Ack: 7, Len: &
v IEC G@B78-5-184: c- I (STARTDT act)
STHRT
Apdulen: 4
ceen o1 = Type: U (B3}
0009 B1.. = UType: STARTOT act (@x@1)

@8 83 27 97 B9 @c 78 2b b Be of cG BE 89 45 8O

R E
@0 32 01 75 4B 93 4B 96 30 7d 9a 32 32 03 @a 32 :ouf@ 0).22-2

3265 06 44 09 64 fd ac fa 10 a2 Je 4 04 B 18 e Dd . oM
00 5 fa c4 00 00 01 @1 02 da 01 00 &b 5 O 26 k &
w040 ae o0 [ 0 o4 o

Fig 7. STARTDT act Payload form Scanning Device

Frame 36457: T2 bytes on wire (575 bits), 72 bytes captured (576 bits) on interface pdpl, id @
Ethernet IT, Src: PosCompu_97:89:9c (@B:00:27:97:89:0c), Dst: Dell Beicfick (78:2bichiBeicFice)
Internet Protocol Wersion 4, Src: 19.5,50.101, Dst: 19.50.58.3
Transmission Control Protocol, Sec Port: 2464, Dst Port: 34372, Seq: 7, Ack: 13, Len: &
w IEC GOBTR-5-184: -3 U (STARTDT com)
START
Apdulen:
vees o211 = Type: U (@xR3)
BEOA 18, . = UType: STARTDT con {fwd2)

78 3 cb Be of c6 @8 B3 27 97 89 Bc 05 00 45 B0 xe : E
O 3a 3 53 40 B0 40 05 de U da 32 32 65 Pa 32 SBE e
320309 60 85 a4 a2 3¢ 4d dd fd ac fa 16 8018 20D M

A1 <5 5 62 09 00 @1 01 BE B 99 26 af 1c B1 80 b &

oaae ab £ TS « .

Fig 8. STARTDT con Payload reply from RTU

At payload STARTDT act has particularly Utype ID 0x01
and 0x03 to the value of RTU TESTFR con reply has Utype
ID 0x03 to valie.

D. Invalid Cause of Transmission

Cause of Transmission (CoT) is one of the attributes in
the Application Service Data Unit (ASDU) that contains
events or commands to the RTU. In the scenario in the
dataset, the Cause of Transmission value is replaced with the
Invalid Value [9] that occurred as a result of the MITM
attack. In this study, the authors enter the value of Invalid
CoT as a Malicious Activity because in general, the attacker
would change the CoT value when he was able to enter the
SCADA network system. Of the rules applied to Snort and
Suricata, only Suricata displays warnings with a total of 1195
warnings. The payload of the warning is shown in Figure 9.




Internet Protocol Version 4, Src: 19.56.50.1@1, Dst: 18.59.50.158
Transmission Control Protocol, Src Port: 2404, Dst Port: 36482, Seq: 31815, Ack: 24817, Len: 34
1EC 68E7D-5-104: -» 1 (1784,1137)
~ IEC 60870-5-101/184 ASDU: ASDU=-3 M ME_MB_1 <CauseTx=42> I0A=1 '‘measured value, scaled value'
Typeld: M_HE_NB_1 {11}
Loie wavs = 50 True
o980 D901 = Munlx: 1
.18 1818 = CauseTx: Uaknown (42)
@.. ... = Hegative: False
B... .... = Test: False

B8 0 27 66 21 F2 OB 80 27 ed 41 56 98 0O 45 00 Tl A E
B4 4 Te o7 00 08 40 86 82 68 Ba 32 32 65 @a 22 J= @ chodle 2
32 55 @5 G4 Be 33 cd o4 <2 5c 38 fb oB 45 B 18 2.4 \a. ke

083 TF £F 64 Bc B9 B 65 18 5B Bd e2 96 ob 51 [ a0 d---h- P
63 B @1 B0 8 Bb I6 F1 66 Be 52 Od £2 B 64 81 c.co0Be hoBod
Ba DO 83 60 DA 0O @8 14

Fig 9. Invalid CoT payload from RTU

The CoT sent to the RTU with ASDUM ME NB 1 with
a value of 42 is a value or code that is prepared for special
instructions where its function is different in each industry, in
testing the value of 42 has not been defined so that the
recorded one has an unknown message (42). As for normal
data in this dataset, ASDU M_ME NB 1 will contain
inrogen (20) as shown in Figure 10.

TIEC 68878-5-104: -> I (1784,1137)
~ IEC GEB78-5-181/184 ASDU: ASDU=3 M_ME_NB_1 Inrogen I0A=1 "weasured value, scaled value'

Typeld: M_ME_NB_1 (11)
1ooe oo = 500 True
L8069 99BL = NumDx: 1
.81 8180 = CauseTx: Inrogen (28)
. ... = Negative: False

. = Test: False

[o000 o8 @@ 27 B6 21 fz 86 00 27 bO f2 fb LRI 45 9 v |- -3
80 56 4b df 40 00 48 @6 75 61 @a 12 32 68 @a 32 VK@@ ua22h 2
32 96 09 64 82 46 Oc 92 fb 2f F1 b4 23 7d 80 18 2. .d io-#)
@1 ¢5 de fd @3 80 91 @1 OB @a 8@ 2e 13 f4 8@ @9 N
e5 4c 68 18 5@ Od £2 @3 Pb 81 124 B2 @3 PO o1 @8 LhP
00 Te 36 F1 68 Oe 52 @d el 08 64 01 @2 PR O3 @@ ~6h R . d
80 22 08 14

Fig 10. Valid CoT payload from RTU.

IV. RESULT AND DISCUSSION

From data observation, in detecting the Invalid value of
CoT Snort cannot detect it even though the features entered
for these conditions are the same as Suricata, of course with
a little modification because the format of writing Snort and
Suricata rules is slightly different. Figures 11 and Figure 12
show the rules for Suricata and the warnings that appear in
Suricata.

—gn tep any 2404 = any any (msg"Protocol IEC 104 Co’lg]L‘singflnvalid
Value", flowestablished: content:"[B8[". depth 1: pere!/[\S8]{5}(?![\x2D-
' 33]|[ix3 A- ' 40]| [\ - 67] [x69 [ 6B 6 E-x T 1] HIAR"; flags: A;
content:!"j06[", offset 8, depth N classty pe:bad-

Fig 11. Snort Rules for Detect Invalid CoT

04/10/2018-21:12:20 946480  [**] [1:6666611:1] Protocol IEC 104 CoT
Missing/Invalid Value [**] [Classification: Potentially Bad Traffic] [Priority: 3]
{TCP} 10.50.50.101:2404 == 10.50.50.150:3 6482

Fig 12. Alert for Invalid CoT on Suricata

Likewise, when detecting Syn Flood attack and
Unauthorized Access, Snort and Suricata get different results.
Even though using the same rules the results of the detection
of these two IDSs display different results, where Snort
displays more warnings than Suricata, for detection of
Unauthorized Access and Suricata displays more
Unauthorized Access warmnings than Snort. When performing
Unauthorized Access detection, the author key in the APCI
TESTFR and STARTDT conditions as conditions that trigger
warnings on Snort and Suricata. Figure 13 displays the Rules
for detecting Unauthorized Access conditions.

Snort Rule : n

alert tcp any [1024] == any 2404 { msg"FROTOCOL-SCADA IEC 104

STARTDT ACT"; flow:established; conjgat:"|68[".depth 1; content:"|07[" within

1.distance 1: classtype:protocol-commar ode: sid:41047: rev:d: )

alert tep any [1024:] = any 2404 { msg"FROTOCOL-SCADA IEC 104

STARTDT CON"; flow:established; conigat:"|b8|".depth 1; content:"|0B|" within

1 distance 1; classtype:protocol-comma ode; sid:41048; rev:4: )

alert tep any [1024:] <= any 2404 ( msg:"PROTOCOL-SCADA IEC 104 TESTFR

ACT"; ﬂo\\f:e.mblL%hed:comem:"|68\",nl 1; content:"[43|" within 1. distance 1
B :

lasstype:y d-decode; s 051 revd; )
alert tep any [1024:] <= any 2404 ( msg:"PROTOCOL-SCADA IEC 104 TESTFR
CON" flow:established: content:"[68]".depth 1 i”em:" |83 [",within 1, distance 1;

lasstypep ! d-decode; sid:4 10528 4, )

alert tep any [1024:] <= any 2404 ( msg:"PROTOCOL-SCADA IEC 104
STARTDT ACT" flowestablished; content:"|68": depth: 1. content:"|07|";
within: 1; distance: 1:cl.asstype:pl'omool-commndﬁcode: sid: 41047 revid: )
Suricata Rule :
alert tep any [1024:] <= any 2404 ( msg:"FROTOCOL-SCADA IEC 104
STARTDT CON"; flow:established; ent:"|68|", depth: 1. content:"|0B|",
within: 1; distance: 1:cl.asstype:pl'omoonnmmlddﬁcode: sid:41048: rev:d: )
alert tep any [1024:] <= any 2404 ( msg:"PROTOCOL-SCADA IEC 104 TESTFR
ACT"; flowestablished: content:" 68| gdepth: 1: coment:"B3[", within: 1,
distance: 1; classtype:protocol-commar ode; sid:41051; rev:d; )
alert tep an}#léi:] == any 2404 ( msg:"PROTOCOL-SCADA IEC 104 TESTFR
CON"; flolBtablished; content:"|68["; depth: 1 content:"[83|"; within: 1;
di I d-decode; sid:41052; rev:4; )

1; classty pe:pr

Fig 13. Snort and Suricata rules to detect Unauthorized
Access Condition.

Then from the observation of the results, besides the port
scanning device, the registered devices such as HMI are also
included in the warnings generated by Snort and Suricata,
because HMI will indeed send APCI STARTDT to each RTU
to perform Monitoring and Controlling functions, however,
TESTFR only displays warnings from port scanning devices.
This situation will be a problem if the preventive feature of
these two IDS applications is activated because it will
inter ¢ ith the communication between the HMI and the
RTU. Figure 14 shows the resi f'the detection of TESTFR
from Snort and Suricata and Figure 15 shows the results of
STARTDT detection from Snort and Suricata.

Snort Alert :

0410-19:50:40.963542  [**] [1:41051:4] "PROTOCOL-SCADA IEC 104
TESTFR ACT" [**] [Classification: Generic Protocol Command Decode]
[Priority: 3] [ApplD: IEC 60870-5-104] ITCP} 10.50.50.3:52632 -
10.50.50.102:2404

0410-19:50:40.969624  [**] [1:41052:4] "PROTOCOL-SCADA IEC 104
TESTFR. CON" [**] [Classification: Generic Protocol Command Decode]
[Priovity: 3] [ApplD: IEC 60870-5-104] {TCP} 10.50.50.102:2404 =
10.50.50.3:52632

Suricata Alert :

04 10:2018-19:50:40. 2 [**] [1:41051:4] PROTOCOL-SCADA TEC 104
TESTFR ACT [*¥%] ification: Generic Protocol Command Decode]

[Priority: 3] {TCP} I%‘HS:SQ&Q = 10.50.50.102:2404

04/1022018-19:50:40. [**] [1:41052:4] PROTOCOL-SCADA IEC 104
TESTFR CON [** sification: Generic Protocol Command Decode]
[Priority: 3] {TCP} 10.50.50.102:2404 = 10.50.50.3:52632

Fig 14. TESTFR alert from Snort and Suricata

Snort Alert :

04/10-19:50:41. 4638963 [**] [1:41045:4] "PROTOCOL-SCADA IEC 104
STARTDT ACT" [**] [Classification: Generic Protocol Command Decode]
[Priovity: 3] [ApplD: 1EC 60870-5-104] {TCP} 10.50.50.3:52632 ->
10.50.50.102: 2404

04/10-19:50:41.465114  [**] [1:41046:4] "PROTOCOL-SCADA IEC 104
STARTDT CON" [*#] [Classification: Generic Protocol Command Decode]
[Priovity: 3] [ApplD: IEC 60870-5-104] (TCP} 10.5050.105:2404 -
10.50.50.3:52632

Suricata Alert :

04/10/2018-19:50:41 46 3[*#] [1:41045:4] PROTOCOL-SCADA IEC 104
STARTDT ACT [*¥] ssification: Generic Protocol Command Decode]
[Priority: 3] {TCP} 10.5 3:52632 <= 10.50.50.102:2404
04/10/2018-19:50:41 46 [**] [1:41046:4] PROTOCOL-SCADA IEC 104
STARTDT CON [*¥] ﬁs&iﬁcmhn: Generic Protocol Command Decode]
[Priority: 3] {TCP} 10.50.50.102:2404 - 10.50.50.3:52632

Fig 15. STARTDT alert from Snort and Suricata




The rules for detecting Syn Flood Attack on Suricata and
Snort are shown in Figure 16, there is no difference in the
format of the rules for both and Figure 17 for the detection
results on Snort and Suricata.

Snort Alert :

[*#] [1:0000003:1] "TCP S¥N detected-Potential SYN Flood Attack" [*#]
[Classification: Potentially Bad Traffic] [Priority: 2]
04/10-19:48:22.984147 10.5 33648 <= 10.50.50.105:16992

TCP TTL:64 TOS:0x0 ID:SW!LM:EU DgmLen:60 DF

#EadaE Qs Seq: OxBROS5T620 Ack: Ox0 Win: O0x7210 TepLen: 40

TCP Options (5) == MSS: 1460 SackOK TS: 16770232 0 NOP WS: 7
Suricata Alert :

04/10/2018-19:48:22 984147 [**] [1:9000003:1] TCP SYN detected-
Potential YN Flood Attack [**] [Classification: Potentially Bad Traffic] [Prior
ty: 2] (TCP} 10.50.50.3:33648 <= 10.50.50.105:16992

Fig 16. Snort and Suricata rules for detecting Syn Flood

a;m tep any any -= any any (flags:S; msg:"TCP SYN detected-Potential
SYN Flood Attack"; classtype:bad-unknown; detection filter:track
by_dst, count 150, seconds 5:sid: 9000003; rev:1;)

Fig 17. Alert for Syn Flood attack on Snort and Suricata

In detecting Port Scan, Snort and Suricata display the
same detection results using the same rule without needing to
be modified. In other words, the rule to detect Port Scan on
Suricata can run on Snort. Figure 18 shows the rules used to
detect Port Scan and Figure 19 shows the detection results of
Snort and Suricata.

alert tep a@n}f <= any any (flags:S: tth:64: msg "TCP SYN detected-Potential
Portscan": classtype:bad-unknown; sid: 9000001 ; rev:1:)
alert tcp any any <= any any (flags: AR, msg: "Ack and RST detected-Potential
Portscan”; classtype:bad-unknown; sid 2000002 rev:1:)

Fig 18. Snort and Suricata rule to detect Scanning Port

From the obtained results, the authors will create a dataset
that can be used for machine learning in detecting malicious
activity based on the characteristics that exist in the dataset,
to overcome the poor performance of Snort and Suricata in
detecting malicious activity in this study. The characteristics
that are sufefle for each malicious activity scenario in this
study will be used as the basis for developing a machine
learning model in future studies.

The SYN attribute can be used as a feature/characteristic
to detect a Syn Flood attack as mentioned by [20] that add an
unknown IP address feature because data packets on the
SCADA network are also encapsulated into TCP protocol
packet format, before being sent.

Port scanning can also use the characteristics of the SYN
packet but with the addition of a reply from the recipient with
ACK and RST packets to improve the accuracy
characteristics of an unknown IP address. In this study,
Source Port feature as the target host and tcp flags to
determine port scan activity originating from source ports in
the SCADA network, namely a combination of SYN, ACK
(0x12) flags, a combination of RST, ACK (0x14) flags and
ACK (0x10) flags. The combination of SYN, ACK which is
a response result from the target host, in this case, the RTU
which indicates that the port is open [16]. Furthermore, as
revealed by research work in [20] port scan can also be a
feature for the detection of anomalies that occur due to port
scanning activity. The authors characterize the target port
where the port is generally widely used for various purposes
in computer networks. Table 2 shows the ports used to
determine the target port scan activity.

TABLE 2 SNORT AND SURICATA. DETECTION RESULT

Snort Alert:
[*#] [1:9000001:1] "TCP SYN detected-Potential Portscan” [*¥]
ﬁssiﬂmtiﬁn: Potentially Bad Traffic] [Priovity: 2]
10-19:48:22 942266 10.50.50.3:57532-> 10.50.50.101:443
P TTL:64 TOS:0x0 1D:4751 IpLen:20 Dgmlen:60 DF
#Ebawsgs Seq x335CF622 Ack: Ox0 Win: 0x7210 TepLen: 40
TCP Options (5) == MSS: 1460 SackOK TS: 16770221 0 NOP WS: 7
[**] [1:9000002:1] "Ack and RST detected-Potential Portscan [**]
miassification: Potentially Bad Traffic] [Priority: 2]
10-19:48:22 942496 10.50.50.101:80 -= 10.50.50 3:45260
P TTL:64 TOS:0x0 1D:34985 IpLen:20 DgmlLen:40 DF
*EEATR* Seq: Ox0 Ack: 0x3D4B2A2A Win: 0x0 TepLen: 20
Suricata Alert :
04/10/2018-19:48:22 942 *] [1:9000003:1] TCP SYN detected-Potential
SYN Flood Attack [**] [Classification: Potentially Bad Traffic] [Priority: 2]

{TCP} 10.50.50.3:57532 50.50.101:443
04!]0;’20]&-]9:4&‘22.942[@ [**] [1:9000002:1] Ack and RST detected-
Potential Portscan [*¥] ssification: Potentially Bad Traffic] [Priority: 2]
ATCP} 10.50.50.101:443 > 10.50.50.3:57332

21

Port Information
2404 Default Port SCADA IEC 60870-5-104
5434 Default Postgre Port
5910 Default VNC Port
1521 Default Oracle Port
1433 Default MS SQL Port
3306 Default MY SQL Port
80 HTTP Port
8443 and 443 HTTPS Port
22 SSH Port

Fig 19. Alert for Port Scan on Snort and Suricata

The use of Snort and Suricata in detecting malicious
activity has a weakness because it is still based on a signature
base which depends on the set of rules in the database [19].
The use of Machine Learning techniques for more accurate
results will be a good solution for detecting threats on the
SCADA network. However, the use ofa Signature-based IDS
application can be used as a means to perform feature testing
in detecting malicious activity but not for further application.
Later, these features can be used in machine learning
techniques.

The TESTFR and STARTDT packets are official
packages on the SCADA network using the [EC 60870-5-
104 protocol but it will be dangerous if sent using an
unknown device as in Figure 14 and 15 where STARTDT and
TESTFR packets are sent by Reconnaissance devices.
Unauthorized Access has APCI TESTFR and STARTDT
features in its tracks. However, to avoid detection errors, an
IP address-based feature will be added so that IP from official
devices will not be detected as warnings in future machine
learning models.




Invalid CoT in this study is not a feature of the attack,
however, the ASDU value can be used as a feature to detect
MITM because in ASDU there is a monitoring or control
command that usually targets the target of cyber-attacks if
CoT is added with information from the source IP address of
the sender, and Information Object Address (loA) from
ASDU it can be used as a feature of a MITM attack..

V. CONCLUSION AND FUTURE WORK

Attacks on SCADA networks, especially those that use the
IEC-60870-5-104 protocol, still have the same types of attacks
as traditional networks, such as port scanning and syn flood.
Attacks on information contained in IEC 104 data frames still
possible to be carried out with similar techniques as carrying
out the attacks on traditional networks. Generally, with a little
modification and knowledge of the IEC 104 protocol, the
attacker can penetrate and launch various attacks on the
SCADA network system, and it becomes special attention to
authors in developing a reliable IDS.

In developing an IDS model with machine learning to
detect attacks on a SCADA network, it is necessary to select
the right features so that IDS can detect attacks accurately.
From the data that has been obtained in this study, the authors
recommend using the features of the data that have been tested
using Snort and Suricata with the addition of several features
such as unknown device and some IEC 104 data frame
attributes to improve accuracy.

For future work, the authors think of conducting research
on a system that is able to accurately detecting Unauthorized
Access on SCADA networks running IEC 104 protocol by
leveraging various machine learning algorithms and compare
their performances to select the best one. Then extend the
research to detect MITM attack detection on the SCADA
network.
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