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Abstract— This paper proposes the learning phase for
enhancing the learning phase of intrusion prevention systems in
heterogeneous environment. We represent accuracy and
precision as means to identify and recognize suspicious threats
through new model examination alarms and assessment that
match with an event database. The aims of this work are: firstly
to present a comprehensive analysis mapping problem in terms
of intrusion prevention, and secondly to provide a promising
model for examining new emerging suspicious threats.
Throughout this paper, the proposed a model are implemented to
evaluating system security in order to help security officers to be
more aware of their network status.

Keywords— intrusion prevention; accuracy; precision alarm;
hybrid architecture

L

Analysis and predictions of current attacks by [1-4] show
there has been an explosion of security threats in recent years,
such as Trojan, worms, spyware, password theft and denial-of-
service (DoS) attacks, which continue to grow, multiply and
evolve towards a future in which cyber warfare is common.
Authors in [5] describe the heterogeneity of the security event
sources such as network and diverse host types, and the
Intrusion Detection Systems (IDSs) which are heterogeneous
in their type, how they operate, and in their diverse alert
output formats.

Meanwhile, Intrusion Prevention Systems (IPSs) is a new
approach for defending computer network, combining the
features of a firewall with that of active intrusion detection
systems properly. The IPSs allow for the leveraging of
proactive techniques in order to prevent the attacks from
entering the network, which is accomplished by examining
various data records and detection demeanors using a pattern
recognition sensor. When an attack is identified, the IPS
blocks and logs the offending data. The primary intrusion
prevention method uses signatures to identify activities in
network/host traffic, as well as performing detection analysis
on inbound — outbound packets, so as to provide an active
response aimed at blocking malicious violations before
harming the network resources.

In this paper we present a model to increase accuracy and
precision regarding suspicious violations that originate from a
heterogeneous network. The objective is to reduce the number
of false alarms by using event list handling combined with an
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event list database of signatures, logging system and rules.
The main contribution is the enhancement of a learning phase,
which aims to provide more accurate early prevention and
mitigation of threats.

The rest of the paper is organized as follows. Related works
on mapping of the problem in the IPS field research area is
described in Section 2. Section 3 presents the details of our
hybrid architecture model. Section 4 discusses the improved
accuracy and precision mechanism to help identify and
recognize potential threats. Finally, Section 5 provides our
conclusion and identified potential future work to be carried
out in this area.

II. RELATED WORKS

Most of the existing model related to network intrusion
only work in term of detection. So far they simple notify the
security officer by producing alerts after threats have been
identified or otherwise provide only limited administrative
notifications via trigger reports which then request the receiver
take action manually. Furthermore, various models and
frameworks have been published in regards to providing
intrusion detection that deals with mitigating external threats.
However, there is a lack of attention given to detecting and
preventing attacks from insider threats. In this section, we
present a mapping technique to determine each stage in a fully
inclusive IPS architecture as illustrated in Fig. 1.

A. Intrusion Prevention System (IPS)

IPS is still a relatively new approach to defend network
systems, which prevents attacks from entering the network by
examining various data records and leveraging prevention
demeanor through the use of a pattern recognition sensor. IPSs
are able to identify attacks, act as an intrusion prevention
block, log identified data and automatically retrieve the
response as being of a malicious nature. On the other hand,
IDSs prove the capability to detect hostile traffic, allowing
them to send alerts, but they did nothing to actually stop the
attacks from happening [6]. As IDS is passive, it is rarely able
to detect all forms of malicious programs and activities at any
given point in time, whilst also being incompatible for
integrating with control restrictions designed to stop malicious
forms of traffic. IPS is designed and developed for more
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active protection to improve upon the IDS and other
traditional security solutions [7, 8]. The comparison of IDS
and IPS has been discussed in [9].

— Security Device

. — Topology
- - Habitual Placement |+ Traffic Volume
Activity — Performance

'— Examine Traffic

— False Positive
[— False Negative
I True Positive
s — True Negative
Behavior

— Block

— Allow
— Report
— Logging

— HMM

— Fuzzy

— Wavelet

— Clustering

— Load Balancing
— Linear Prediction
— Dynamic Bayesian

Algorithm
Based

Identify, Performance
'— Recognize, and Availability
Mitigation Attack Network

Qutside
Attack

Fig. 1. The learning IPS mapping problems

B. Sensor

In most instances, the source of a large number of alarms is
caused by the nature of some categories of attack which
operated by sending a large number of malicious packets. As
seen in earlier proposals [10, 11], alarm that informs the
malicious is a critical aspect in IPS. This is further explored in
[12], which presented a distribution sensor with three main
modules. The sensor produces alerts, so as to identify
suspicious threats which then trigger alerts if offending data is
found using a signature technique to recognize algorithm-
based packets. A technique that utilized wavelets was
presented previously [5], and followed by [6] that suggested to
use a technique for leveraging a Hidden Markov Model
(HMM) as a sensor model. Authors in [7] proposed an
incremental-learning algorithm. A Pattern-matching algorithm
is used in [8], and an artificial immune algorithm is
experimented in [9]. Authors in [13] described a circumstance
issues, gaps and challenging in IPS.

C. Attack

Authors in [11] presented a case study of the technical
counter measures and processes used to deter, detect and
mitigate malicious insider threats using non-classified
anonymous interview techniques and the analysis of
anonymous qualitative field data. A malicious insider action
model analysis included reconnaissance, access,
entrenchment, extraction infiltration, and communication is
proposed in [12]. According to works in [9, 13], we may
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conclude that attacks from insiders have more a lethal effect
on overall security network.

D. Behaviour

Behavior-based approach is similar to pattern prevention
approach, but differs in its attempts to define specific patterns.
Behaviour rule based intrusion detection methods which
analyze the correlation of communication behavior by rules
are introduced in [14, 15]. The authors used auxiliary variables
approach in each case in order to figure out various
correlations between event and communication behavior
present in various software and attack scenarios.

III. THE PROPOSED IPS HYBRID ARCHITECTURE

To detect suspicious threats, there are two approaches that
can be taken [1, 2, 6]. (i) Host-based approach which currently
becomes popular technologies. The approach checks
suspicious activities from a host computer or on an operating
system level. The monitoring location uses the agent
component. (ii) Network-based approach which sniffs and
identifies all inbound-outbound packets that crosses the
network. Combining Network-based with other security
components provides an active comprehensive network
security solution.

The proposed architecture of intrusion prevention system as
seen in Fig. 2 describes the relationship among the
components, as follows:

Network
Management

Av

Pattern
Detection

()

IP Address
Port Address

Windows size
Protocol

Anomaly-
based
Detection

Application

Allow & Block

Seotrity
Management

Behavior-
based
Detection

Check & Alert

Ay

Firewall
Systems

(b)

True False
Pasitive |\ Negative

(h)

False
Positive

Fig. 2. The Architecture of the hybrid intrusion prevention

(k)

a. Attack: payload, port address, MAC address, flags,
windows size, frame, length, packet, URL, application
and protocol.

b. Allow and Block from stage event response.

c. Sensor mechanism, as shown in Fig. 2 (c), (d) and (e),

enables the IPS to recognize and identify suspicious data
which will trigger an alert if offending data is found.
Pattern-based detection: to identify a specific pattern,
represented as either a textual or binary string. Pattern
detection provides the following mechanisms [16]:



2015 International Conference on Science in Information Technology (ICSITech)

(i) Pattern Detection (regex). A regex is a pattern-
matching language that enables the ability to define a
flexible custom search string and pattern.

(i) Deobfuscation techniques [17]. These techniques
focus on obfuscating the concrete syntax of the
program. The idea is to prevent an attacker from
understanding the inner workings of a program by
obfuscating the program. An example of this is
changing variable names or renaming different
variables in different scopes to the same identifier.

Anomaly-based detection is also sometimes used as
profile-based detection. To do this it is necessary to build
profiles that obviously define what activity is considered
normal activity. After defining what (show in mark (a)) is
considered normal, then anything that deviates from this
normal profile generates trigger alerts.

Behavior-based detection is similar to pattern detection,
but instead of trying to define specific patterns, the
behavior defines classes of activity that are known to be
suspicious [5, 10].

Incident response. In this case security must respond to
the traffic by performing some type of predefined actions
such as deny, alert, block or log.

Core hybrid architecture which consists of:

- Algorithm: meaning the components to classify,
predict, calculate, segment, technique, mechanism,
and formulate.

Data records: a collection of data for archive logs,
may be centralized or distributed mechanism.

Trigger mechanism: with alert generation and event
response.

Sensor: the sensor comes with produce alert. The
placement sensors affect and ensure accuracy of the
Sensor.

Alert generated.

Incident response, namely deny, alert, block and log.
Alert Generate: the situation trigger of alarms (valid or
invalid but feasible) from sensor, such as (i) true positive,
(i1) true negative, (iii) false positive, (iv) false negative.
Network Management: network management is one of the
most important, yet confusing, topics in networking
today. It includes operations, administration, maintenance
and provisioning (OAM&P) functions required to
provide, monitor, interpret and control the network and
the services it carries [18].

Policy. The policy should contain a list of criteria required
for entry and items that deny entry. The guard matches
the captured information with an item on the policy list,
assesses the state of the system and then takes the action
associated with the policy object that matched [18]. The
policy may be explicit and contain standard operating
parameters, as in a corporate policies, procedures or
guidelines. However it is more commonly implicit, as in
the configuration of devices governed by a policy.
Firewall. This is a mechanism (hardware, software and
policy) to restrict access from the outside to inside the
network. They work by examining the data of the network
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layer (Layer 3: IP Address) and transport layer (Layer 4:
Port number, multiplexing). The limitation of firewalls
include: (i) a firewall cannot prevent attack coming from
inside by trust users, (ii) the access control policy of a
firewall is static. It cannot adapt itself to changes in
attacks from the outside, (iii) the filtering rules of the
firewall are usually very simple, which means that the
firewall cannot prevent attacks coming from Layer 7 or
from viruses and (iv) the firewall cannot prevent the
monitoring of packet data.

IV. ACCURACY AND PRECISION SENSOR ANALYSIS

In this section, we present a strategy to increase the
accuracy of precision sensors when trying to identify and
recognize security violations, such as suspicious traffic or
malicious threats. We assume in this approach that appropriate
alarms, risk ratings and event responses will in turn lead to
increased accuracy. We identified there are some instances [1,
3, 14] conducted to propose composite and associate between
accuracy and precision. Unfortunately, elementary correlation
is not described accurately and clearly.

A. Alarm Accuracy

From our observation, accuracy affects the correctness of
deciding whether an attack exists in real-traffic, thus notifying
the logging system of an attack based on the list in the
database. Therefore, accuracy performance can be used to
measure the percentage of successful detections, with failures
being seen as the number of false alarms, the goal of which
should be to reduce the number of false positive alerts [19,
20].

Having reviewed the proposal literature of [16], who
present that as a consequence of high variability, user profiles
are very inaccurate in terms of establishing a detection system,
thus raising a large amount of false alarms. In intrusion
prevention, positive data is considered to be attack data, while
negative data is considered to be a normal data. Furthermore,
evaluation accuracy and speed were proposed as being
relevant factors by [16], who suggested these should be
measured in terms of FP and FN with timeline activity
approaches.

The main problem with properly leveraging sensors relate
to their accuracy and timeliness in regards to identifying
threats. This means that sensitivity is very important, as how
effective a particular filter is in blocking known and unknown
threats. As such results should be measured in terms of FP and
FN.

As show in Fig. 3, there are four alerts: (i) True negative
(TN), which is normal user traffic which does not generate an
alarm. (ii) True positive (TP), which generates an alarm after
detecting attack traffic. TN as well as TP both corresponds to
a correct operation of the intrusion prevention system, which
is events that are successfully labeled as normal and attack.
(iii) False negative (FN), which will be silent, meaning no
alarm is generated during legitimate attack traffic. With false
negatives attack events are incorrectly perceived as being
normal events, and (iv) False positive (FP) produces an alert if
it falsely identifies normal traffic activity as being malicious in
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nature. Reducing false positive alerts should be a main focus
when building the detection system.

Predicted
Invalid but

feaSible

Normal

Definite
Valid
Normal data

Aoeinooy

®

Unknown

Predicted
Invalid but
feasible

Fig. 3. Alarm Accuracy

Based on both a confusion matrix [21] and traditional
approach, a numerical measurement can be applied to quantify
the performance of IPSs as shown in (1) to (4).

TrueNegativeRate (TNR) = T;ivFP (D
TruePositiveRate (TPR) = TPT:)FN @)
FalsePositiveRate (FPR) = TNFfFP )
FalseNegativeRate (FNR) = TPF:;N “)
TN+TP
Accuracy = o TvTrr ®
Precision = —— ©)
TP+FP

Where FP = Number of clean responses detected as threat /
Total number of clean response, Sensitivity = Number of
unknown activity responses detected / Total number of
unknown activity responses

The most popular performance metrics are detection rate
(DR) combined with false alarm rate (FAR). In some instances
involve precision and recall, or sensitivity and specificity.

B. Precission

Authors in [22] presented an attack prevention framework
that is targeted at detecting, as well as reacting against
distributed and coordinated attack scenarios using a broker
that is connected to a distributed sensor alert for gathering and
correlating information held by multiple sources.

In such instances, we use a spread database to store the
events, such as: (i) a global database to update rules
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identifications, (ii) a signature database, from Snort rules, with
the signatures have to be updated in the database for future
verification process, (iii) regex: regular expression that can be
used in selectors to define ranges of values instead of defining
each possible value separately, and (iv) an archive database,
which is an event database, logging system, operating system
events, application logs, file system information and report
log.

Additionally from our survey, in order to identify,
recognize and mitigate external threats from habitual activity
it is necessary to combine our approach with a signature
database. In Fig. 4, we associate and combine events and list
databases from signatures, logging system and rules. We
designed a sensor module to interface with outbound and
inbound traffic by considering each category of activity
behavior. Thus, this approach is combined well with other
information collected from our databases (archive event,
signature, regex and global). Furthermore, the module uses
two ways to composite, these being OR-based composite, as
well as AND-based composite.

When a new type of events are detected and the sensor
suspects an attack, an analyst can check the event’s habitual
activity components, then store the results in the archive event
database if it is not already present in the list. The database
module then assigns a rate marking and lists it within the
defined risk rating.

- False Positive
y False Negative ||
True Positive
True Negative
Global
DB t
it ; e
Y i o <" scan \‘\\
| [/ Attachment Upload Data
Signature i . : { Email replication /
) | Specific |/ Indicate & = "
B [ \ Pattern /| Mitigation [/ Il?emote VNC Text Editing
o ! | Intemet Remote Login /
| \_Messaging Spam f
} Web Browsing Stream /J
€ I
Regex ! Activity Gami/
ey : s o
‘l _____________________ I
Archive :
. Event DB ] vaiid H
! Event @_|
Response <" iig. !
but feasible :

Fig. 4. Combining event and list database

V. CONCLUSION AND FUTURE WORKS

In this paper, an approach has been proposed for
increasing detection and actively preventing attacks in
heterogeneous network, this is done through establishing an
accurate alarm and precision event list database. This
approach can be to use to raise the amount of TN alarms and
decrease FP. The results indicate that this approach can be
combined with other defense systems such as firewalls and
network monitoring. In the future, we will experiment with
behavior-based attack algorithms across a real-traffic network.
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